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Background:  Issues  such  as  privacy,  security,  quality,  etc.  have  received  considerable  attention  in dis-
cussions  of eHealth,  mHealth  and  pHealth.  However,  comparatively  little  attention  has  been  paid  to  the
fact that these  methods  of delivering  health  care  situate  Health  Information  Professionals  (HIPs)  in an
ethical  context  that  is importantly  different  from  that  of  traditional  health  care  because  they  assign  a
fiduciary  role  to HIPs  that  they  did  not  have  before,  their  previous  technical  involvement  notwithstand-
ing.  Even  less  attention  has been  paid  to  the  fact that  when  these  methods  of  health  care  delivery  are
interjurisdictional,  they  situate  HIPs  in  an  ethical  fabric  that  does  not  exist  in  the  intra-jurisdictional
setting.
Method: Privacy  and  other  informatic  patient  rights  in the  context  of  traditional  health  care are  identified
and  the  role  that  HIPs  play  in  this  connection  is  analysed  and distinguished  from  the  role  HIPs  play  in
eHealth  in order  to  determine  whether  the  2002  IMIA Code  of Ethics  provides  sufficient  guidance  for
HIPs  in eHealth  and  associated  settings.  The  position  of  inter-jurisdictional  corporate  eHealth  providers
is  also  touched  upon.
Results: It  is found  that in eHealth,  mHealth  and pHealth  the  ethical  and  legal  position  of  HIPs  differs
importantly  from  that  in  traditional  technologically-assisted  health  care  because  HIPs  have  fiduciary
obligations  they  did not  have  before.  It is  also  found  that  the  2002  IMIA  Code  of Ethics,  which  provides
the  framework  for the  codes  of ethics  that are  promulgated  by  its various  member  organizations,  provides
insufficient  guidance  for dealing  with  issues  that  arise  in this  connection  because  they  do  not  acknowledge
this  important  change.  It is  also  found  that  interjurisdictional  eHealth  etc.  raises  new  ethical  and  legal
issues  for  the  corporate  sector  that  transcend  contractual  arrangements.
Conclusion:  The  2002  IMIA  Code  of  Ethics  should  be  revised  and updated  to  provide  guidance  for  HIPs

who  are  engaged  in eHealth  and related  methods  of  health  care  delivery,  and  to provide  a  model  for
a  corresponding  up-to-date  revision  of the  ethical  guidelines  that  are  promulgated  by  IMIA’s  member
organizations.  Similar  steps  should  be taken  in  the corporate  sector  so  that the ethical  rules that  govern
the  working  environment  of  HIPs  in the  eHealth  setting  will  not  pose  ethical  and  professional  problems.
A  possible  solution  in  terms  of accreditation  and  certification  is  outlined.

©  2016  Elsevier  Ireland  Ltd.  All  rights  reserved.
The transfer of technology from one domain to another often
aises ethical issues that ideally should be identified, explored and
ddressed before the transfer is initiated. The reason is simple. Dif-
erent domains of application are situated differently in the social

atrix. Therefore even when technically the same issues are at

take, how they should be handled may  be quite different because
f this difference in social embedding. Simply to transfer the tech-
ology and trust to the ingenuity of technical experts to solve these
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problems is to go forward in the belief that ethical solutions are
one-size-fits-all and, more importantly, that technical solutions are
answers to ethical problems. As past experience has shown—the
transfer of genetic technology from plant and animal husbandry
to human medicine provides a glaring example—this belief is not
entirely warranted.

eHealth, mHealth and pHealth are quintessential paradigms

of technology transfer. In their case, the electronic data collec-
tion, transmission, analysis, storage and manipulation technology
that had originally been developed for scientific, commercial and
internet-related purposes is used to deliver health care-at-distance
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ithout direct interpersonal contact between health care providers
nd patients. At first glance, this transfer does not require a fun-
amental reassessment of the ethical status of individuals who are
rofessionally active in the design, development, adoption or appli-
ation of IT-based health information systems and in the collection,
andling, analysis, storage, linkage, use, manipulation or communi-
ation of health information either in an administrative or technical
apacity—in short, of health information professionals (HIPs). Pri-
acy, security and confidentiality—issues that are integral to these
ew methods of health care delivery—had already arisen with the

ntroduction of electronic health records (EHRs). [1–6] Likewise,
he issues that are associated with electronic communication and
ransmission technologies have been extensively canvassed and
iscussed [7–26]; and even the problem of legacy systems had
lready been identified as far back as the 1990s [27–30]. Further, the
ompetence and knowledgeability of HIPs regarding technical and
thical standards had been a matter of concern from the beginning
31–33]. Even ethical concerns over the use of the internet in pro-
iding health information had surfaced early on [34], and IMIA took
he lead in dealing with these and related ethical matters as they
oncern HIPs by promulgating its Code of Ethics in 2002.[35]How-
ver, treatments of these new methods of health care delivery
ave essentially been silent about the fact that the introduction of
Health, mHealth and pHealth has resulted in fundamental change
n the HIP’s professional ethical standing.

In a sense, there have been exceptions. For example, in 2013
he World Health Assembly (WHA)—the decision-making body of

orld Health Organization—suggested that there was  a need for
verall standardization of eHealth systems and for the develop-
ent of an integrated and ethically sound eHealth infrastructure,

hat it was important to develop and institute some means of proper
thical governance, and that this extended even to such things as
he operation of health-related global top-level internet domain
ames including “health”. [36] The WHA  further highlighted the
eed for “devising assessment methodologies” for the technical
arameters and devices that are used in eHealth, and suggested
hat it would be appropriate to “further” ethical standards “through
iffusion of guidelines.” However, it made no mention of the fact
hat eHealth and associated delivery modalities situate HIPs in a
undamentally new way in health care delivery, and it was  silent
n the need for ethical certification of eHealth providers and health
nformation professionals in order to ensure uniformity; nor did it

ention the issue of ethical standards for outsourcing eHealth ser-
ices or when eHealth corporations act across national boundaries.
t also did not touch on the issues of liability, of venues for bring-
ng and settling relevant actions, etc. Not surprisingly, therefore,
he question of who should function as an authority for deciding
hese issues and of methods of enforcement was also not addressed.
herefore while the WHA  resolution went some way  towards out-
ining issues that emerge when eHealth functions as global method
f delivering health care, it did not provide a conceptually and
thically integrated answer to where HIPs stand ethically in this
onnection.

What follows is an attempt to outline why and how eHealth,
Health and pHealth have resulted in a fundamental change in

he ethical standing of HIPs, and to make some suggestions about
ow this should be reflected in a revision of the 2002 IMIA Code
f Ethics. It also sketches how all of this may  appropriately be
cknowledged by introducing or adjusting international certifica-
ion requirements for HIPs. The focus of the discussion will be
Health but, with due alteration of detail, similar considerations
pply to mHealth and pHealth.
To set the stage, it may  be appropriate to briefly highlight how
Health differs from traditional health care and what this means
or the status of HIPs. The fundamental difference between the
wo approaches for delivering health care lies in the fact that
dical Informatics 97 (2017) 261–265

traditional health care involves the direct and personal interac-
tion between health care professionals (HCPs) and patients, which
in turn establishes a fiduciary relationship between the former
and the latter. Of course, in one way or another, patient records
have always played an important role in fulfilling this fiduciary
duty [37,38], and the introduction of EHRs did not change this
[39]. However the records, whether paper or electronic, were
never integral to the inception of the fiduciary relationship itself.
That was  grounded in the direct physician-patient interaction.
The records were merely tools—important tools, to be sure, but
tools nevertheless. And while the quality of health care has been
tremendously improved by the advent of electronic diagnosing,
data gathering and manipulation technology, etc. and while the
professional-patient interaction has been facilitated by the advent
of electronic communication technologies, none of this affected
the primacy of direct and interpersonal professional-patient inter-
action as grounding the relationship itself. Moreover, the role of
health information professionals in all of this was  that of techni-
cal assistants who played a facilitating role, but they were never
integral to the establishment of the relationship itself.

In eHealth all of this underwent a fundamental restructur-
ing. The fiduciary physician-patient relationship can no longer be
grounded in the direct professional-patient interaction because the
very nature of physician-patient interaction has changed. Direct
and interpersonal contact has been replaced by electronically medi-
ated contact, and EHRs—which hitherto had been pragmatic tools
that could in principle be dispensed with—became an integral fea-
ture not merely of the encounter itself but of the very conduct of
health care, effectively assuming the role of patient analogues in
the health care interaction. [39]

With this, the role of HIPs changed from that of supportive
technical players in a framework that was  rooted in the physician-
patient encounter to that of operant facilitators and interfaces
between health care institutions, physicians and patients. As a
result, the whole obligation structure that had previously attached
primarily to HCPs and institutions and had only incidentally
extended to HIPs came to include HIPs in a direct manner. They
now acquired a fiduciary role they had not had before except, if at
all, in an accidental sense.

To highlight what this means for HIPs it may  be useful to focus
on privacy and confidentiality as a particular example. Privacy and
confidentiality concerns are as old as Hippocrates. They have been
addressed in codes of ethics ever since such codes have existed,
and have received special attention with the advent of electronic
data gathering, communication, storage and manipulation tech-
nology and with the development of EHRs themselves. Thus, in
1995 the European Union issued its Data Directive 95/46 EC. [40]
It subsequently updated this in 2012 with a new Regulation for
the protection of data rights, and the latter replaced the previous
Directive in 2016 as Regulation (EU) 2016/679. [41] Likewise, in
2015 the OECD released its Health Policy Studies Health Data Gov-
ernance Privacy, Monitoring and Research [42] which considered
these issues on a global scale. Some of the ethical and legal issues
that are here involved were spelled out explicitly in the European
Court Ruling C-131/12 of 13 May  2014[43] which stipulated that
controllers, operators, users, holders etc. of personal information
are not owners but custodians of that information. In fact, it was
recognized that informatic rights in health care are a subspecies
of human rights, [43,31] and that whoever is involved in their
development, communication, maintenance and manipulation has
a fiduciary obligation towards the subjects of the relevant records.
[44]
From an ethical perspective, how this affects HIPs who are
engaged in eHealth is not merely a matter of juridical decisions and
considerations but is grounded in the role of HIPs in eHealth and
in the relationship between moral responsibility and complicity.
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hat is to say, reason suggests that persons who are instrumen-
ally involved in the violation of a right cannot escape responsibility

erely because they are not directly and personally engaged in the
elevant act. Involvement itself, if it is instrumental, facilitating and
nabling, is sufficient to trigger complicity. While the notions of
omplicity and co-responsibility continue to be clarified mainly in
he context of war crimes and crimes against humanity [45,46], the
undamental ethical and legal principles that are here involved are
niversal and beyond dispute.

This means that if HIPs are instrumental to the existence and
se of EHRs as material entities—and they are—and if they are inte-
rally involved in the very existence and process of eHealth as an
nterprise—and they are—then through their causal and facilitat-
ng role they become complicit in any violation of human rights
hat might occur in the conduct of eHealth. HIPs therefore have a
duciary duty towards the patients who enter eHealth, and must
o their best to ensure that the informatic aspects of the eHealth
ystems within which they work are appropriately structured so as
o safeguard the informatic and other human rights of the patients.

oreover, they are ethically bound to refuse participation in a sys-
em that violates these human rights—just as soldier have a duty to
efuse participation in or to follow the directives of a military struc-
ure that violates fundamental ethical principles, and cannot point
o the fact that they are following orders or are acting in accordance
ith an established national protocol as an exculpating factor [46].

In other words, given their absolutely pivotal role in the con-
truction, maintenance and operation of eHealth, HIPs not only
ave a duty towards their employers and health care providers—an
bligation that is usually spelled out in contractual terms—but have

 fiduciary obligation towards the patients who are at the centre of
Health itself, and to provide technical measures that safeguard
he privacy and confidentiality of the patients’ records. Equally as
mportant, however—given that health care is involved, and that
he delivery of such care through eHealth is impossible without the
ctive engagement of HIPs—this fiduciary relationship also includes
he duty to ensure the accessibility, usability, integrity and secu-
ity of these records and the functioning of the communication
ystems and devices on which eHealth relies and without which
Health itself would not be possible. While previously such duties
xisted separately and distinctly and were not fiduciary in nature,
hey became fiduciary with eHealth precisely because of the fun-
amentally causal and enabling nature of the HIPs’ actions.

At the same time, it is important note that as matter of fun-
amental ethics and law, the strength of one’s ethical and legal
bligations is conditioned by the Principle of Impossibility. One
annot have a duty to do the impossible. To put it differently,
ought” implies “can.”[47] Nothing can guarantee EHR privacy in
n eHealth world. The reason is simple. EHRs are integral to the
ery possibility of eHealth because eHealth requires their com-
unication. As soon as they are communicated, however—and

specially if they are communicated through the internet—their
rivacy is functionally determined by the measures that are put

n place to ensure the security of the communication processes
nd storage devices, and by the strength of their encryption. How-
ver, as Shannon proved in 1949, any encryption can be broken,
he sole exception being a record that is encrypted using a Ver-
am cipher or one-time pad [48]. Such encryption, however, would
ake EHRs practically unusable in eHealth, which relies on speedy

nd repeated communication. The best one can do is make the
ecryption of EHRs extremely difficult and expensive. And even
his may  not deter someone who has huge amounts of computing
ower, and it may  become as good as irrelevant with the continuing

volution of quantum computing.

Likewise, there are limits on the obligation that HIPs have to
rovide for security, integrity and accessibility in eHealth. As was
aid a moment ago, one cannot have a duty to do the impossible.
dical Informatics 97 (2017) 261–265 263

[48] Therefore the strength of these obligations is conditioned by
the technology and the resources that are available. Further, they
are conditioned by the balance that must be struck between what is
possible and what is workable. When the former exceeds the latter,
the fiduciary duty to ensure the best that is possible can be miti-
gated by a corresponding duty to ensure that patients who enter
the system are aware of and have given informed consent to its
limitations. Therefore while the fiduciary duties that have arisen
for HIPs with eHealth are profound and even game-changing, they
are subject to justifiable conditions.

What follows, therefore, should be seen as an attempt to flesh
out the ethical aspects of this new development and of the WHA’s
suggestions by sketching how they could be reflected in a globally
valid accreditation and certification system for HIPs under the lead
of an augmented IMIA Code of Ethics.

The task itself has two sides: first, as a matter of formal ethical
requirement, it must do justice to the fundamental changes that
have resulted from the expanded role of HIPs in eHealth; second,
it must acknowledge the corporate and interjurisdictional realities
of eHealth as a business.

As to the first, it is important to note as a preliminary point that
the general provisions of the 2002 IMIA Code of Ethics for Health
Information Professionals [35] have not been rendered obsolete by
eHealth because the underlying principles of health information
ethics have not changed, as neither have the general rules of ethics
for HIPs. What has changed since the Code’s initial promulgation
is the role of HIPs because of the extension of their operational
framework with eHealth and the introduction of cloud-based and
similar record storage and manipulation activities. Therefore what
is required is an extension of the 2002 framework for implementing
the principles so as to accommodate the new aspects of their role
in this new setting.

A first step in doing so would be for IMIA to make appropri-
ate revisions to its 2002 Code to more clearly reflect the expanded
responsibilities of HIPs in this new and global context, with an eye
towards developing standards of accreditation and certification.
Such revisions could include the requirement that HIPs be famil-
iar with any relevant differences in privacy and related informatic
provisions in the different domains-of-operation of the corpora-
tions by whom they are employed, that HIPs show evidence of
currency in this regard through re-certification on a regular basis,
and that HIPs show evidence of technical proficiency. The revised
code could then form the basis of a globally accepted accreditation
and certification protocol for HIPs who wish to work in eHealth
in an interjurisdictional setting. The accreditation and certifica-
tion itself would lie in the hands of a separate and independent
branch of IMIA, possibly on the model of an international agency
with close ties to WHO  as an ex officio and sponsoring member
[49]. In order to take advantage of the expertise and to take into
account the perspectives of different informatics organization and
agencies, the working membership of this agency could be drawn
from such organizations as the national health informatics asso-
ciations who are members of IMIA as well as from such agencies
as the Council of European Professional Informatics Societies, the
Asia-Pacific Association of Medical Informatics, the International
Association of Privacy Professionals, the Association of Computing
Machinery, the Healthcare Information and Management Systems
Society, the International Conference of Data Protection and Privacy
Commissioners, and related international organizations.

The function of this agency would be threefold: to set interna-
tional standards of technical proficiency and ethical understanding
for HIPs, to certify health information professionals as meeting

these standards, and to monitor and adjudicate profession-related
issues from an inter-jurisdictional perspective. The technical cer-
tification process could be based on the models that have been
developed by such countries as Belgium [50], Canada [51] or other
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urisdictions and by IMIA associated agencies that have devel-
ped certification programs for their members. It would have
oth a technical and an administrative competence focus, and
ould be regularly updated as the technology evolves and admin-

strative parameters change in the international setting. Ethical
nderstanding and competence would an integral part of the
equired skill-set necessary for certification. Sufficiency and com-
etence in this regard would be measured with reference to the
mended IMIA Code of Ethics for Health Informatics Profession-
ls. In order to ensure continued competence as the international
ontext of eHealth evolves and develops, certification would be on

 limited-time basis and would require evidence of maintenance-
f-competence similar to the model that exists for physicians and
ther health care professionals in many jurisdictions [52]. Certifi-
ation would be a fee item, which latter would fund the operation
f the certification structure itself.

With due alteration of detail—and this would address the sec-
nd task—similar provisions could be developed for the corporate
ector. Central issues in this connection would the establishment of
nd adherence to standards of privacy, ownership, security, access,
tc. as grounded in the basic principles of informatic ethics as out-
ined in the revised IMIA Code. Since the focus of this discussion is
ot the corporate framework of eHealth but the ethical issues that

ace HIPs in the eHealth setting, it suffice to sketch how this could be
chieved. Briefly, it could be accomplished by establishing an inter-
ational body along the lines of the United Nations Commission on

nternational Trade Law (UNCITRAL), [53] where this body would
unction as guarantor of the ethical status of eHealth corpora-
ions. Countries that allow eHealth corporations to function—and it
ould be expected that, because of the WHO  affiliation, this would
ltimately include all WHO  members[49]—would then permit only
uch guaranteed eHealth corporations to offer their services. One
f the major conditions of certification for eHealth corporations
nd similar service providers would be that they employ only HIPs
ho have been certified relative to the provisions set out in the
revious paragraphs. That would go a long way towards ensuring
he consistency of operation that had been called for by WHA  in
ts 2013 Resolution. Beyond its licensing function, this body could
lso constitute a venue for informatic-related complaints on the
odel of UNCITRAL or the European Court of Justice, and would

ave adjudication and arbitration powers. This would be in keep-
ng with the WHA’s recommendation that there should be some

eans of ensuring adherence to the relevant standards.
Because of its WHO  affiliation, the adjudicative body would be

uridically independent and its evaluations would focus solely on
hether a particular action (or lack of action) was in keeping with

he privacy and competence provisions etc. outlined in the revised
MIA Code and would be grounded in human rights, rather than

erely being in keeping with a particular set of laws or national
reaties. Its operation would therefore be largely impartial in the
ense that its decisions would essentially be socioculturally and
uridically neutral. Moreover, its functioning would be transpar-
nt in that its operation would not be in secret but follow the
attern of adjudicative sessions conducted by the European Court
f Justice [54] as adjusted to the internationally more extended
ractice of the UNCITRAL Commission. [55] Finally, it would acces-
ible in the sense that, in principle, any national subscriber or any
ser of eHealth care could bring an action. The result of a nega-
ive decision by this body would result in the withdrawal of the
ertification of the impugned party. Since under the present pro-
osal certification would be a condition for HIPs operating in an

nterjurisdictional context, and since eHealth and health informa-

ion corporations who function interjurisdictionally would employ
nly certified HIPs and, finally, since subscribing countries would
nly allow certified corporations to provide their services, the revo-
ation of certification would have obvious implications.

[

dical Informatics 97 (2017) 261–265

As a method of providing health care in a global world, eHealth
has changed the ethical picture not merely in medical but also
in informatic terms. In both instances, the interjurisdictional and
inter-cultural context has added ethical parameters that did not
exist before but that require clarification and resolution if purely
economic interests are not to dominate and trump what ultimately
are human informatic rights. HIPs are integrally involved in the
very existence and functioning of eHealth, and eHealth and health
information corporations are steadily increasing their interjuris-
dictional footprints. It is therefore advisable that some method of
accreditation, certification and adjudication for the professionals
and the corporations be devised lest privacy and related infor-
matic rights suffer piecemeal dismemberment and become the
victims of inattention; and, just as importantly, lest inappropri-
ate informatic actions undermine the nature and quality of the
health care that is provided in eHealth. The proposed certification
would differ from what is currently provided by institutions, asso-
ciations and agencies in various jurisdictions in that it would be
grounded in the ethical principles that underlie the treatment of
health information itself as these are outlined in the IMIA Code of
Ethics and which, with due alteration of detail, are applicable both
to health informatics professionals as well as health care providers
and corporations [39]. If the proposal just sketched was  fleshed
out and implemented, the result would provide for a process that
would transcend national boundaries and put eHealth, mHealth
and related methods of health care delivery on a firm ethical foot-
ing that recognized their unique nature and the special position of
HIPs in their deployment and design.
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